
General Data Protection  
Regulation (GDPR) FAQ



No. Scenario Potential outcomes

1 What is the GDPR? The General Data Protection Regulation (GDPR) is a reformed and 
standardised data protection regulation to cover all EU members. 
Although the UK has voted to leave the EU, the regulation will come into 
force before any likely leave date.  The government has confirmed that the 
UK will be implementing the GDPR from 25th May 2018.

However, once implemented in the EU, the GDPR will be relevant for many 
organisations in the UK – especially those operating internationally. The 
GDPR also has several new features – for example, breach notification , 
data portability, the new provisions to enhance the protection of children’s 
data and the new accountability requirement. Any breach of these 
regulations could mean a penalty of 4% of annual turnover.

2 What’s the 
difference between 
the GDPR and the 
Data Protection 
Act (DPA)?

The GDPR applies to ‘controllers’ and ‘processors’. The definitions are 
broadly the same as under the Data Protection Act (DPA) – for example, 
the controller says how and why personal data is processed and the 
processor acts on the controller’s behalf. If you are currently meeting 
your obligations to the DPA, you are most likely meeting your GDPR 
obligations.

3 What are the key 
principles of the 
DPA?

• Personal data shall be processed fairly and lawfully and, in particular, 
shall not be processed unless –

• (a) at least one of the conditions in Schedule 2 is met, and

• (b) in the case of sensitive personal data, at least one of the 
conditions in Schedule 3 is also met.

• Personal data shall be obtained only for one or more specified and 
lawful purposes, and shall not be further processed in any manner 
incompatible with that purpose or those purposes.

• Personal data shall be adequate, relevant and not excessive in relation 
to the purpose or purposes for which they are processed.

• Personal data shall be accurate and, where necessary, kept up to date.

• Personal data processed for any purpose or purposes shall not be kept 
for longer than is necessary for that purpose or those purposes.

• Personal data shall be processed in accordance with the rights of data 
subjects under this Act.

• Appropriate technical and organisational measures shall be taken 
against unauthorised or unlawful processing of personal data and 
against accidental loss or destruction of, or damage to, personal data.

• Personal data shall not be transferred to a country or territory outside 
the European Economic Area unless that country or territory ensures 
an adequate level of protection for the rights and freedoms of data 
subjects in relation to the processing of personal data.

4 When is the GDPR 
expected to be 
brought in?

The GDPR will apply from 25th May 2018. This is now confirmed.



5 Should I wait until 
the 25th May 
2018?

No. You should be meeting the DPA now, as many of the principles are 
also requirements of the GDPR. The GDPR is tightening up the current law 
and some of the things you should be doing to prepare are:

• Comply with DPA and good practice

• Carry out an information asset audit so you know what personal data 
you process, and how

•  Know what legal basis you rely on for processing the personal data that 
you do

•  Know what your current data sharing arrangements are   

•  Ensure you look at the ICO’s data protection reform website.

6 How long can I 
hold data?

Although it is not specified in the DPA or GDPR regarding any particular 
retention period for data, you need to be aware of the below:
 
• Have a written policy on why you need to hold certain data items and 

how long you will usually hold them for

• It is legitimate to hold data on a child without asking for approval if it 
is related to safeguarding or for a statutory reason

• If you are a school, you should ask your local authority for their policy 
on data processing, as this should form part of your data retention 
policy.

7 Who is responsible 
for complying with 
the DPA/GDPR?

Currently there are two main actors, the Data Controller and the Data 
Processor.

Data Controller – As a Data Controller you are ultimately responsible for 
the data. You are a person who (either alone or jointly or in common with 
other persons) determines the purposes for which and the manner in which 
any personal data are, or are to be, processed.

Data Processor – “Data Processor”, in relation to personal data, means 
any person (other than an employee of the data controller) who processes 
the data on behalf of the data controller. “Processing”, in relation to 
information or data means:

• Where a School holds the data within the school, they are the data 
controllers as well as the Data Processor

• However, if the school is part of a multi-academy trust (MAT) 
depending on the contract, the MAT CEO could be the Data Controller

• A support team who extracts data for the purposes of delivering a service, 
could be seen as a Sub-Contractor to the Data Processor

• Where a support team host the data on behalf of the Data Controller, 
would be seen as a Data Processor.

https://ico.org.uk/for-organisations/data-protection-reform


8 What rights do 
individuals have 
under the new 
GDPR?

• The right to be informed – Under the new GDPR, schools and local 
authorities will need to be more explicit in informing individuals what 
data they are processing about them, and what they do with it.

• The right of access – The changes under GDPR will require subject 
access to be given for free in most cases, and within a month, instead 
of 40 days as it is under the DPA.

• The right to rectification – Individuals are entitled to have personal 
data rectified if it is inaccurate or incomplete. If you have disclosed 
the personal data to third parties, you must inform them of the 
rectification where possible.

• The right to erasure – Is to enable an individual to request the 
deletion or removal of personal data whether there is no compelling 
reason for its continued processing.

• The right to restrict processing – Individuals have a right to ‘block’ 
or suppress processing of personal data in certain circumstances. The 
restriction of processing under the GDPR is similar. When processing 
is restricted, you are permitted to store the personal data, but not 
further process it. You can retain just enough information about the 
individual to ensure that the restriction is respected in future.

• The right to data portability – The right to data portability allows 
individuals to obtain and reuse their personal data for their own 
purposes across different services. It allows them to move, copy or 
transfer personal data easily from one IT environment to another in a 
safe and secure way, without hindrance to usability.

• The right to object - Individuals have the right to object to:

• processing based on legitimate interests or the performance of a 
task in the public interest/exercise of official authority (including 
profiling);

• direct marketing (including profiling); and

• processing for purposes of scientific/historical research and 
statistics.

• Rights in relation to automated decision making and profiling – 
The GDPR provides safeguards for individuals against the risk that a 
potentially damaging decision is taken without human intervention. 
These rights work in a similar way to existing rights under the DPA. 
Identify whether any of your processing operations constitute 
automated decision-making and consider whether you need to update 
your procedures to deal with the requirements of the GDPR.

9 What should I do 
if there is a data 
breach?

The GDPR will introduce a duty on all organisations to report certain types 
of data breach to the relevant supervisory authority (ICO), and in some 
cases to the individuals affected. Where a breach is likely to result in a 
high risk to the rights and freedoms of individuals, you must notify those 
concerned directly.



10 Are there any 
exceptions to the 
GDPR?

There are derogations to the GDPR in certain situations. These are likely to 
be similar to the existing exemptions from rights and duties in the DPA.

The exemptions from the GDPR’s transparency obligations and individual 
rights, but only where the restriction respects the essence of the 
individual’s fundamental rights and freedoms and is a necessary and 
proportionate measure in a democratic society to safeguard. The two main 
derogations for schools and local authorities are:

• Statutory returns; the government have placed into Statute 
information that needs to be collected from schools, however 
transparency and the right to be informed will still apply 

• Safeguarding; children are explicitly protected under the GDPR and 
where there is a safeguarding concern information can be protected 
and processed, however transparency and the right to be informed will 
still apply.

11 As a SIMS Support 
Unit, I take a copy 
of the schools 
database to look 
at a fix to their 
problem / test a 
patch – what do I 
have to do under 
GDPR?

You are classed as a Processor for the school, please refer to point 7.

12 As a SIMS Support 
Unit, I take a copy 
of the schools 
database and send 
it to Capita for a 
fix – what is my 
responsibility and 
what is Capita’s 
under GDPR?

Where the school has a support contract with a Support Unit, you are the 
processor and Capita is the Sub Contractor. You will need assurances from 
Capita that they are only processing information to meet the support 
team’s business requirement and that meets the GDPR regulations.

You’ll also need the school’s agreement to sub-contract Capita. (See Arti-
cle 28 (2) of the GDPR).

13 Our schools have 
a third party 
piece of software 
extracting data – 
what should we 
advise our schools 
need to do about 
this?

There’s no requirement in the DPA or GDPR to inform individuals that 
you’re using a data processor to process their data, unless the specific 
circumstances would require it to make it fair.  

There is also no requirement to ask for the consent of the individual to use 
a data processor to process their data. 



14 Our schools have 
a third party 
piece of software 
extracting data 
which is then 
passed on to other 
third parties the 
school uses – what 
should we advise 
our schools need 
to do about this?

There’s no requirement in the DPA or GDPR to inform individuals that 
you’re using a data processor to process their data, unless the specific 
circumstances would require it to make it fair.  

There is also no requirement to ask for the consent of the individual to use 
a data processor to process their data. 


