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Keeping Schools Informed

Artificial Intelligence (Al) is being mentioned everywhere at the
moment, promising to revolutionise various sectors, and education
Is no exception. Al is here to stay, its already having a significant
impact across the public sector - from helping police identify
criminals to improving cancer screening in the NHS.

The DFE have said they are committed to supporting the Al
Opportunities Action Plan and Al has the power to transform
education by helping teachers focus on what they do best:
teaching. This marks a shift in how we use technology to enhance
lives and tap into the vast potential of Al in the classroom.

As a leading company specialising in IT solutions for schools, we
are excited to share what has been happening in the education
sector with regards to Al and how it can benefit schools and
academies.

Thanks
One IT Team



What has been happening?

Over the last year the DFE have opened a conversation with all education
establishments with the launch of “Call for Evidence” on the use of GenAl (Generative
Al in education. They asked for views and experiences from practitioners across all
stages of education, as well as from the education technology (EdTech) sector and Al
experts.

Most respondents to the call for evidence were teachers who were early adopters of Al
with positive views towards the technology The most common use among teachers was
using Al to create educational resources, including resources for individual students,
this also included using Al for lesson and curriculum planning to streamline
administrative tasks.

Some teachers were also experimenting with using GenAl to automate marking and to
generate feedback on students work. Teachers using GenAl reported benefits including
freeing up teacher time and enhanced teaching effectiveness. Reported benefits for
pupils included enhanced engagement and improved accessibility and inclusion. The full
report can be found here: Generative Al in education summary of responses

A report has also been produced on generative Al in Education including educator and
expert views. This report covers:

e How the sector has responded to and adopted GenAl technology.

e Applications and opportunities for GenAl in education.

e Reported impact and benefits of GenAl use in education.

e Barriers to adoption and risks that GenAl presents for education.

e Support the sector would like to receive from the DfE and government.

The full report can be found here: Generative Al in education: Educator and expert

views


https://assets.publishing.service.gov.uk/media/65609be50c7ec8000d95bddd/Generative_AI_call_for_evidence_summary_of_responses.pdf
https://assets.publishing.service.gov.uk/media/65b8cd41b5cb6e000d8bb74e/DfE_GenAI_in_education_-_Educator_and_expert_views_report.pdf
https://assets.publishing.service.gov.uk/media/65b8cd41b5cb6e000d8bb74e/DfE_GenAI_in_education_-_Educator_and_expert_views_report.pdf

What has been happening?

Research has also been done on use cases for generative Al in education, the following

use cases were selected as having potential to develop to Proof of Concept:

Use Case

Description

Lesson plan or activity
adapter

Adapt existing lesson plans to the context required and tailor lesson
activities to specific classes.

Feedback and revision
activity generator

Review student work and provides them with both feedback and a
personalised activity to develop and consolidate their learning.

Question generator

Generate graded, lesson plan aligned questions automatically,
based on information from sources such as lesson plans,
objectives, etc.

SEND support tool

Atool able to support teachers to adapt lesson content to meet the
needs of students with Special Educational Needs and Disabilities
(SEND).

Essay marker

A tool able to support the marking of English essays in bulk and
provide insights for teachers to better understand how performance
varies across a class.

Lesson activity
generator

A tool able to generate a variety of lesson materials including
differentiated activities, quizzes and scripts for a lesson.

Parent and carer
communications tool

A tool able to generate communications with parents and carers, for
example school newsletters or emails about upcoming school
events.

Policy document
generator

Atool able to support the generation of school policy based on
submitted characteristics about a school, any existing policy
documents and national legislation or guidance.

A candidate for PoC was then selected based on this assessment, combining 2 of
the proposed use cases; essay marker and feedback and revision generator.

For more details the report can be found here: Use Cases for Generative Al in

Education: User Research Report



https://assets.publishing.service.gov.uk/media/66cdb078f04c14b05511b322/Use_cases_for_generative_AI_in_education_user_research_report.pdf
https://assets.publishing.service.gov.uk/media/66cdb078f04c14b05511b322/Use_cases_for_generative_AI_in_education_user_research_report.pdf

What has been happening?

Research on parent and pupil attitudes towards the use of Al in education
has also been done. A summary of the key findings are:

e Parents and pupils frequently share personal information online, often
without considering the implications.

« While awareness of Al among both parents and pupils was high,
understanding did not run deep.

e As aresult, views on the use of Al in education were initially sceptical -
but there was openness to learning more.

e Parents and pupils agreed that there are clear opportunities for teachers
to use Al to support them in their jobs.

« By the end of the sessions, participants understood that pupil work and
data is needed to optimise Al tools.

e The main concerns regarding Al use centred on overreliance - both by
teachers and pupils.

The research showed that opinions on Al tools are not yet fixed.
The full report can be found here:

Research on public attitudes towards the use of Al in education.pdf

You may also find the below article a useful read:

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-

resources/artificial-intelligence/guidance-on-ai-and-data-protection/



https://assets.publishing.service.gov.uk/media/66cdd1bc0671fa213911b347/Research_on_public_attitudes_towards_the_use_of_AI_in_education.pdf

What is Generative Al ? >‘ ONE IT

Generative Al is one type of Al. It refers to technology that can be used to create new
content based on large volumes of data that models have been trained on a variety of
sources.

ChatGPT, Microsoft Copilot and Google Gemini are generative Al tools, built on large
language models (LLMs). LLMs are a category of foundation models trained on large
amounts of data, enabling them to understand and generate human-like content.

Tools such as Chat GPT, Microsoft CoPilot and Google Gemini can:
e answer questions
e complete written tasks
e generate new images, text or code
e respond to prompts in a human-like way

Other forms of generative Al can produce:
e audio
e simulations
e videos

Please remember whatever you type into any of these free online products is then
available on the public internet and may become visible to anyone using the product.

Al is the defining technology of our age, and it is evolving at incredible speed. The
technology has the potential to benefit the economy and meet societal challenges.
This is not new, and we already use Al in every day life for:

e email span filtering

e media recommendation systems

e navigation apps

e online chatbots

Advances in technology mean that we can now use these tools to produce Al-
generated content. This creates opportunities and challenges for the education sector.
When looking at Al school need to:
e consider the risks and challenges alongside the opportunities and benefits.
e continue to work to ensure the safety and reliability of technology, including Al
tools to support teaching and learners.
e Address the fundamental barrier to effective use, such as connectivity.

£1 million of funding has been awarded to 16 ed tech companies to build teacher Al tools
for feedback and marking, driving high and rising education standards. These tools were

due to be available from April 2025.



https://support.arbor-education.com/hc/en-us/articles/10891079268253

Security and Ethical Risks of Using Al

While Al offers numerous benefits for the education sector in the UK, it is
imperative to address the associated security risks to ensure a safe and effective
learning environment. By implementing robust data protection measures,
addressing ethical concerns, investing in cybersecurity, maintaining human
oversight, protecting intellectual property, considering psychological impacts, and
preventing manipulation, educational institutions can harness the power of Al while
safeguarding the interests of students and educators.

o Data Privacy and Protection - One of the primary security risks of using Al in
education is the potential breach of data privacy and protection. Al systems
often require access to vast amounts of personal data, including student
profiles, academic records, and behavioural data. If not properly secured, this
data can be vulnerable to hacking, unauthorised access, and misuse.
Educational institutions must implement robust data protection measures, such
as encryption, secure access controls, and regular security audits, to safeguard
sensitive information.

o Ethical Concerns - Al systems can inadvertently perpetuate biases and ethical
concerns, especially when they are trained on biased datasets. In the
educational context, this can lead to unfair treatment of students based on their
gender, ethnicity, socio-economic status, or other factors. Al algorithms must
be carefully designed and monitored to ensure fairness and avoid
discriminatory practices. Transparency in Al decision-making processes and the
inclusion of diverse datasets can help mitigate these risks.

o Cyber Security Threats - The increasing reliance on Al in education exposes
institutions to various cybersecurity threats, including malware attacks,
phishing, and ransomware. Al-driven educational platforms and tools can
become targets for cybercriminals seeking to disrupt educational activities or
steal valuable data. Educational institutions must invest in robust cybersecurity
measures, such as firewalls, intrusion detection systems, and regular security
training for staff and students.



Security and Ethical Risks of Using Al

e Loss of Human Oversight - While Al can enhance efficiency and automation, there is a
risk of over-reliance on Al systems, leading to a loss of human oversight. In education,
this can result in a lack of critical thinking and judgment, as decisions may be made
solely based on Al recommendations. It is essential to maintain a balance between Al
and human involvement, ensuring that educators and administrators continue to play a
crucial role in the decision-making process.

¢ Intellectual Property Theft - Al systems in education often involve the creation and
dissemination of digital content, which can be vulnerable to intellectual property theft.
Unauthorised access to Al-generated educational materials, research, and proprietary
algorithms can lead to significant financial losses and reputational damage for
educational institutions. Protecting intellectual property through legal measures,
digital rights management, and secure access controls is crucial.

e Psychological Impact on Students - The use of Al in education can have psychological
impacts on students. The constant monitoring and data collection can create a sense
of surveillance, leading to stress and anxiety. Additionally, the reliance on Al for
personalised learning can result in reduced social interactions and a sense of isolation.
Educational institutions must consider the psychological well-being of students and
implement measures to ensure a healthy balance between Al-driven learning and
traditional educational practices.

e Manipulation and Misinformation - Al systems can be exploited to manipulate or
spread misinformation on almost all online platforms. Social Media and other content
sharing platforms are highly susceptible to the spread of Al generated images, political
bias and "fake news" stories - often almost indistinguishable to real content and
stories. In the UK, this can have serious implications for the integrity of the educational
system. Ensuring the accuracy and reliability of Al-driven content is essential to
prevent misinformation and maintain trust in the educational process. Regular content
reviews, fact-checking, and the use of reputable Al providers can help mitigate these
risks.

e Scams, Phishing and Exploitation - With the increasing use of Al by criminals, spotting
scam emails is becoming increasingly difficult. Emails that once had visible signs of
being a scam (such as poor spelling and grammar) are a thing of the past. Automated
screening systems are struggling to keep up with these advances and often allow
content to reach users mailbox’s, often trying to invoke a fear or panic response by
those targeted into taking actions such as allowing someone to remote connect to
their computer or sending payments to scammers. Robust cyber awareness training
coupled with a "trust, but verify"” approach to all online information should be adopted
by staff and students.



Moving forward with Al

We are in the process of investigating software that is currently available to
schools, including:

e Al based learning platforms to streamline the management of educational
resources, track student progress and personalise learning paths.

o Automated Admin tools to reduce the burden of administration tasks with Al
powered automation for grading, scheduling and record-keeping.

e Assistive technologies to improve accessibility for students with disabilities
through Al driven speech recognition and text to speech.

o Data Analytics Platforms to utilise data-driven insights to make informed
decisions and improve educational outcomes.

e Interactive learning solutions to engage students with gamified content,
simulations and virtual reality experiences.

We will produce a list of software available with details on what it can be used for
in our next newsletter. In the meantime if you find any software that you would like
to try please get in touch so we can evaluate and test it before it is installed on
your school network or Microsoft 365 system.

We are currently using and recommending the paid for version of Microsoft
Copilot for Microsoft 365, this is because it has Al access in Office apps (Word,
Excel etc) and the data you upload into the paid for “work” version is not used to
train the service or improve the model and it is not shared with users outside
your organisation, please get in touch to learn more.

If you would like to discuss further, please either call us on 01642 635570 or email
helpdesk@oneitss.org.uk
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